ONLINE DRUG MARKETS AND LAWSUITS AGAINST SNAPCHAT

INTRODUCTION

Rebelling against the idea that “the Internet is forever,” Snapchat, a social media platform, has distinguished itself
from its competitors by embracing temporary, ephemeral communication. Within the Snapchat app, users can send
photos, videos, and text in “snaps” that disappear immediately after the recipient views them. Snapchat was
released to the public in 2011 and quickly became one of the most popular social media platforms among young
Americans. The app’s disappearing messages appealed to teens, many of whom wished to avoid their parents’
monitoring and preferred a platform that did not leave a public, permanent digital record as others do. Eight months
after its release, one of Snap’s co-founders reported that the company was “thrilled” by the news that most of its
users were high school students, and the company has continued to market its products to teens and young adults.!

With disappearing messages providing a convenient way to communicate
while also eliminating any evidence of clandestine transactions, people
interested in buying or selling drugs soon became fervent users. In recent
years, Snapchat has gained notoriety as the app through which many
minors and young adults have acquired counterfeit drugs tainted with
fentanyl, leading to fatal overdoses. In response, state governments and a
group of parents have sued Snapchat’s parent company, Snap, Inc.
(Snap), alleging that Snapchat is not merely the forum in which young
people connect with online drug dealers but that the app’s design itself
helps young people and drug dealers find one another, often with deadly consequences.

In this fact sheet, the Legislative Analysis and Public Policy Association (LAPPA) examines the features of the
Snapchat app that can facilitate online drug transactions, the theory and progression of a major lawsuit against Snap
brought by parents of overdose victims, and other recent legal and legislative actions taken against Snap for its
alleged role in online drug sales.

SNAPCHAT AND ONLINE DRUG SALES

Many people have used social media platforms, including Snapchat, to procure prescription drugs, but many of
these drugs turn out to be counterfeits, with dangerous consequences. A 2022 analysis by the Drug Enforcement
Administration (DEA) discovered that 60 percent of seized counterfeit drugs contained a potentially lethal dose of
fentanyl.? Fentanyl overdoses have become a leading cause of death among American minors in the past several
years, particularly since the Covid-19 pandemic.? In 2020, 1,630 teens died from overdoses, nearly double the
number from 2019, and the number increased by another 10 percent in 2021.# In 2023, the Colorado attorney
general released a report on the “staggering” availability of illegal substances on social media, including Snapchat.
The report observed that social media platforms had become a major venue for drug distribution because of their

! Team Snapchat, “Let’s Chat,” Snapchat Blog (May 9, 2012), available at
https://web.archive.org/web/20120518003029/http://blog.snapchat.com:80/.

2 “How social media became a storefront for deadly fake pills laced with fentanyl,” PBS News (September 12, 2024),
https://www.pbs.org/newshour/nation/how-social-media-became-a-storefront-for-deadly-fake-pills-laced-with-fentanyl.

3 QOlivia Carville, “Fentanyl Almost Killed Michael Brewer. Now He Wants Snap to Pay,” Bloomberg (December 19, 2024),
https://www.bloomberg.com/features/2024-snapchat-teen-fentanyl-crisis-lawsuit/.
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“ubiquity, convenience, and lack of regulation,”> and singled out Snapchat as a unique challenge for law
enforcement because evidence of a transaction is automatically deleted once read and cannot be recovered.

According to internal Snap documents produced during litigation, Snap had been aware since at least 2019 that
Snapchat was popular with drug dealers because of its disappearing messages and that users could buy and sell
drugs within one minute of starting the app.® The DEA and the Federal Bureau of Investigation have investigated
Snapchat’s role in the sale of fentanyl-tainted counterfeit drugs. The DEA linked multiple overdose deaths to
transactions conducted over Snapchat.” Snapchat can significantly reduce “friction” in young people’s search for
drugs, that is, it eliminates the small obstacles that would otherwise discourage their efforts. Before the advent of
social media, people had to physically find a dealer or browse through the opaque “dark web” to find one online,
but now the process is nearly as simple as getting food delivered or calling an Uber.

In addition to disappearing messages, other Snapchat features have made it easier for drug dealers to connect with
potential customers, such as “Quick Add,” which suggests new friends, the “Discovery Feed,” which shares
promoted content from other users, and the “Snap Map,” which share’s a user’s location. These features make it
even easier both for dealers to advertise to potential customers and for customers to identify local dealers.
Although Snapchat includes content filters to block references to illegal activity, Snapchat users have discovered
that using coded language or certain emojis (e.g., “®or ¥ though the specific symbols vary over time) can bypass
these filters and allow the sharing of menus and prices. For more information, see LAPPA’s Emoji Codes and
Social Media’s Illegal Drug Trade fact sheet.

Even before recent litigation, Snap had made efforts to combat drug trafficking on its platform. The company has
spent hundreds of millions of dollars on new technology to detect harmful content in users’ posts, removed 2.2
million instances of drug-related content in 2023, and locked over 700,000 accounts known to be used by drug
dealers. To some, especially parents who have lost children to overdoses, Snap’s efforts have been insufficient. One
couple, Sam Chapman and Laura Berman of California, were parents of a 16-year-old son who died after taking
fentanyl-laced counterfeit pills that he bought from a dealer he found on Snapchat. Local police discouraged them
from seeking information from Snap, saying that the company was unlikely to assist law enforcement and that there
was little chance anyone would find the drug dealer responsible for their son’s death.® Because of the nature of
Snapchat’s disappearing messages, there was no evidence of the transaction or the seller.

THE PARENTS' LAWSUIT

In 2022, the Social Media Victims Law Center filed a lawsuit in California state court against Snap on behalf of the
parents of over 60 people who used Snapchat and died of fentanyl overdoses. The complaint alleged that Snapchat’s
design had created an online open-air drug market and contributed to the dramatic increase in fentanyl overdose
deaths among minors’ in the U.S.!° Lawsuits against social media platforms often face a significant obstacle from
Section 230 of the Communications Decency Act,!! which gives online platforms immunity from suits regarding
content that is posted by third parties. Snap soon filed a demurrer,'? arguing that because the plaintiffs were harmed
by content posted on Snapchat by third party drug dealers, Snap was indeed immune under Section 230.

5 PBS News, supra Note 2.
¢ Carville, supra Note 3.

8 Ken Dilanian, “Relatives of more than 60 young people who died of fentanyl overdoses file expanded lawsuit against Snapchat,” NBC News
(April 26, 2023), https://www.nbcnews.com/news/us-news/60-young-people-died-fentanyl-overdoses-lawsuit-snapchat-rcna81629.

® Minor is defined in California as someone younger than 18 years of age.

10 Second Amended Complaint, Neville, et al. v. Snap, Inc., Civil Action No. 22STCV33500 (Superior Court of California, County of Los
Angeles, July 20, 2023); available at https://wpdash.medianewsgroup.com/wp-content/uploads/2023/12/snap-complaint-neville.pdf.

1147 U.S.C. § 230 (2025).

12 A demurrer is a response that, even if an allegation were true, it would be insufficient as a legal cause of action.

PAGE |2


https://legislativeanalysis.org/emoji-codes/
https://legislativeanalysis.org/emoji-codes/
https://www.nbcnews.com/news/us-news/60-young-people-died-fentanyl-overdoses-lawsuit-snapchat-rcna81629
https://wpdash.medianewsgroup.com/wp-content/uploads/2023/12/snap-complaint-neville.pdf

The plaintiffs had anticipated Snap’s legal defense, so the complaint did not take issue with content posted on
Snapchat as a platform but instead relied upon a theory of product liability. Snapchat, in the plaintiffs’ theory, is a
defective product, and because Snap had failed to adequately protect against its foreseeable harms, that product had
injured them just as a tangible product might have. Two teens who suffered nonfatal fentanyl overdoses provided
critical evidence to support this theory of the case, explaining precisely how they had used Snapchat to find and
interact with the dealers who sold counterfeit drugs laced with fentanyl to them.

The complaint included 16 counts against Snap, with seven based on product liability, including alleged defective
product design, failure to warn, negligence, and negligence per se.!'* The plaintiffs alleged that Snapchat’s
disappearing messages feature was deliberately designed to facilitate illegal activity and provide cover for those
engaged in it. They further alleged that Snapchat, as a product, is unreasonably dangerous and defective because it
does not contain warnings about features and policies that have historically led to drug sales to minors and young
adults. Additional counts claimed that Snap was liable for tortious interference with parental rights,'* public
nuisance, aiding and abetting drug dealers’ efforts to sell counterfeit drugs, fraudulent and negligent concealment
and misrepresentation, wrongful death, survival action,!® and loss of consortium and society.'® The plaintiffs
sought damages, including medical expenses and punitive damages, and injunctive relief to halt dangerous features
on the Snapchat app and to force the implementation of new safety features.

On January 2, 2024, a California Superior Court judge overruled Snap’s demurrer as to 12 of the 16 claims.!”
Despite Snap’s argument that product liability claims did not apply because Snapchat is not a tangible product, the
court found that the question was not clear enough to be dismissed by a demurrer and that the parties needed to
present evidence on the matter to resolve the question. The claims for tortious interference with parental rights,
nuisance, loss of consortium and society, and aiding and abetting were dismissed, but only the aiding and abetting
count was dismissed on Section 230 grounds. Snap sought discretionary review from the California Court of
Appeals. On December 5, 2024, the court denied the petition. The parents’ lawsuit will proceed, with an
opportunity to support their product liability theory.

OTHER RESPONSES TO SNAP

The parents’ lawsuit is not the only suit against a social media company—even against Snap in particular—focused
on platforms’ harms to young people. In the fall of 2024, the State of New Mexico sued Snap in state court, arguing
that Snapchat was designed to be addictive for young people and that it facilitated the sexual exploitation of
children. In June 2025, Utah filed a similar lawsuit, alleging that the specific design features of the Snapchat app
were addictive, led to sexual exploitation, and facilitated the sale of illegal drugs in violation of Utah state law. The
complaint alleges that “Snap is aware that its features, which drive engagement, also facilitate child pornography,
predatory behavior, and access to dangerous drugs like fentanyl.”!® The lawsuit further alleges that Snap is in
violation of the Utah Consumer Privacy Act by not informing users about its data collection policies and not
providing users or parents with an opportunity to opt out of sharing sensitive personal information.

In addition to litigation, state and national governments have sought to limit social media’s effects on young people
through legislation. Other countries, including Australia, the United Kingdom, and the European Union, have
passed laws to prohibit the use of social media for minors under 16 years old and to hold social media companies
legally responsible for harms suffered by consumers.'” In the United States, regulating social media by statute is

13 Negligence per se is a violation of law that is automatically considered negligence.

14 Tortious interference with parental rights is a third party’s interference with parents’ rights to maintain a relationship with their child.

15 A survival action is a claim brought by a person’s estate for injuries suffered before death.

16 Loss of consortium and society is a loss of the benefits of a relationship with a loved one.

17 Order, Neville, et al. v. Snap, Inc., Civil Action No. 22STCV33500 (Superior Court of California, County of Los Angeles, January 2, 2024);
available at https://digitalcommons.law.scu.edu/historical/2826/.

18 Complaint, Utah v. Snap, Inc., Utah District Court, Case No. 2:25-cv-00490 (filed June 30, 2025), available at https://dcp.utah.gov/wp-
content/uploads/2025/06/2025.06.30-Public-UT-Snap-Complaint.pdf.

19 Carville, supra Note 3.
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more difficult because of free speech protections provided by the First Amendment. Nevertheless, California passed
a law in 2024 banning social media apps from offering “addictive feeds” of algorithmically curated content to
minors or sending notifications to minors’ devices at night or during school hours without parental consent.?°

The U.S. Congress has introduced several bills in recent years aiming to regulate minors’ access to social media and
increasing parental oversight, though none of the bills have been enacted. In 2022, the Combating Harmful Actions
with Transparency on Social (or CHATS) Act was introduced in the U.S. House of Representatives, and it would
have required the U.S. Department of Justice to track all criminal activity conducted via social media.?! In 2023,
“Sammy’s Act,” named after overdose victim Sammy Chapman, was introduced in the House, and it would have
required social media companies to facilitate parental monitoring of their children’s social media activity through
third-party software.?? Also in 2023, “Protecting Kids on Social Media Act” was introduced in the U.S. Senate, and
it would have required age verification for social media apps to prevent children under 13 from creating accounts.?
A similar bill introduced in 2024, entitled the “Kids Off Social Media Act,” would have prohibited children under
13 from creating social media accounts and prohibit algorithm-recommended content to children 17 or younger.>*
Finally, on July 17, 2025, the “Cooper Davis & Devin Norring Act,” named after two overdose victims, was
introduced in the House, and it would require social media companies to alert federal law enforcement agencies
when they detect illicit drug trafficking on their platforms.? The bill has been referred to the Committee on Energy
and Commerce and to the Judiciary Committee.

CONCLUSION

Social media platforms can connect people anywhere in the world, but that means that they can also connect young
people to nearby drug dealers. Regardless of Snap’s intentions, Snapchat has become a popular tool to access illicit
drugs online, many of them dangerous counterfeits. To Snap’s credit, it has changed some of its practices in
response to public scrutiny. Although parents and law enforcement criticized Snap’s unsatisfactory cooperation
with law enforcement in the past, Snap reports that it responds to 98 percent of search warrant requests within the
requested timeframe, and it provides education for law enforcement officials so that they can more effectively draft
their search warrants to request the most useful information about potential drug dealers’ accounts.?® When Snap’s
filters discover drug-related material, that information is now automatically retained to assist potential criminal
investigations, and Snap immediately blocks specific devices responsible for such content, so that their owners
cannot create new accounts on the same device. Despite these changes, the danger posed by counterfeit drugs on
social media remains troubling. In time, the lawsuits against Snap will likely reveal more details of Snapchat’s role
in this ongoing public health crisis.
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The Legislative Analysis and Public Policy Association (LAPPA) is a 501(¢)(3) nonprofit organization whose mission is to
conduct legal and legislative research and analysis and draft legislation on effective law and policy in the areas of public
safety and health, substance use disorders, and the criminal justice system.

LAPPA produces model laws on critical issues as well as comparative analyses, publications, educational brochures, and

other tools that can be used by national, state, and local public health and public safety practitioners who want the latest
comprehensive information on law and policy. Examples of topics on which LAPPA has assisted stakeholders include
naloxone access, treatment in emergency settings, Medicaid Section 1115 demonstration waivers, medication for addiction
treatment in correctional settings, collateral consequences of conviction, syringe services programs, and the health
information disclosure provisions of HIPAA and 42 C.F.R. Part 2.

For more information about LAPPA, please visit:

© Legislative Analysis and Public Policy Association - This project was supported by the Model Acts Program,
funded by the Office of National Drug Control Policy. Points of view or opinions in this document are those of the
author and do not necessarily reflect the official position or policies of the Office of National Drug Control Policy or
the United States Government.
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